Biosafety Level 1 practices, safety equipment, and facility design and construction are appropriate for undergraduate
and secondary educational training and teaching laboratories, and for other laboratories in which work is done with
defined and characterized strains of viable microorganisms not known to consistently cause disease in healthy adult
humans. Biosafety Level 1 represents a basic level of containment that relies on standard microbiological practices with
no special primary or secondary barriers recommended, other than a sink for handwashing.

Biosafety Level 2 practices, equipment, and facility design and construction are applicable to clinical, diagnostic,
teaching, and other laboratories in which work is done with the broad spectrum of indigenous moderate-risk agents that
are present in the community and associated with human disease of varying severity. With good microbiological
techniques, these agents can be used safely in activities conducted on the open bench, provided the potential for
producing splashes or aerosols is low. Hepatitis B virus, HIV, the salmonellae, and Toxoplasma spp. are representative of
microorganisms assigned to this containment level.

Biosafety Level 3 practices, safety equipment, and facility design and construction are applicable to clinical, diagnostic,
teaching, research, or production facilities in which work is done with indigenous or exotic agents with a potential for
respiratory transmission, and which may cause serious and potentially lethal infection. Mycobacterium tuberculosis, St.
Louis encephalitis virus, and Coxiella burnetii are representative of the microorganisms assigned to this level. Primary
hazards to personnel working with these agents relate to autoinoculation, ingestion, and exposure to infectious aerosols.
At Biosafety Level 3, more emphasis is placed on primary and secondary barriers to protect personnel in contiguous
areas, the community, and the environment from exposure to potentially infectious aerosols.

Biosafety Level 4 practices, safety equipment, and facility design and construction are applicable for work with
dangerous and exotic agents that pose a high individual risk of life-threatening disease, which may be transmitted via the
aerosol route and for which there is no available vaccine or therapy. Agents with a close or identical antigenic
relationship to Biosafety Level 4 agents also should be handled at this level. When sufficient data are obtained, work with
these agents may continue at this level or at a lower level. Viruses such as Marburg or Congo-Crimean hemorrhagic
fever are manipulated at Biosafety Level 4. The primary hazards to personnel working with Biosafety Level 4 agents are
respiratory exposure to infectious aerosols, mucous membrane or broken skin exposure to infectious droplets, and
autoinoculation. All manipulations of potentially infectious diagnostic materials, isolates, and naturally or experimentally
infected animals, pose a high risk of exposure and infection to laboratory personnel, the community, and the

environment.
http://www.cdc.gov/od/ohs/biosfty/bmbl4/bmbl4toc.htm
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Identification of an infectious progenitor for the multiple-copy
HERYV-K human endogenous retroelements

Marie Dewannieux!-, Francis Harper?#, Aurélien Richaud!#, Claire Letzelter!, David Ribet!,
Gérard Pierron?, and Thierry Heidmann!~

I Unité des Rétrovirus Endogénes et Eléments Rétroides des Eucaryotes Supérieurs, UMR 8122 CNRS,

Institut Gustave Roussy, 94805 Villejuif Cedex, France; ¢ Laboratoire de Réplication de I'ADN et
Ultrastructure du Noyau, UPRI983 Institut André Lwoff, 94801 Villejuif Cedex, France

Human Endogenous Retroviruses are expected to be the remnants of ancestral infections of primates by
active retroviruses that have thereafter been transmitted in a Mendelian fashion. Here, we derived in silico the
sequence of the putative ancestral "progenitor” element of one of the most recently amplified family —the
HERV-K family —and constructed it. This element, Phoenix, produces viral particles that disclose all of the
structural and functional properties of a bona-fide retrovirus, can infect mammalian, including human, cells,
and integrate with the exact signature of the presently found endogenous HERV-K progeny. We also show
that this element amplifies via an extracellular pathway involving reinfection, at variance with the
non-LTR-retrotransposons (LINEs SINEs) or LTR -retrotransposons, thus recapitulating ex vivo the
molecular events responsible for its dissemination in the host genomes. We also show that in vitro
recombinations among present-day human HERV-K loci can similarly generate functional HERV-K
elements, indicating that human cells still have the potential to produce infectious retroviruses.
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Safety precautions

All manipulations involving the reconstructed HERV-K were car
ried out in our lab according to the rules established by the
"Commission de Génie Génétique” from the “"Ministére délégué
a I'Enseignement supérieur et a la Recherche” French authority
that regulates handling of genetically modified organisms in all
research institutions in France,

Albeit the HERV-K virus has a very low infectivity and does
not sustain multiple-cycle infection, at least in all the cells tested,
Phoenix is a retrovirus, and as such, is a priori eligible to BL3
conditions for manipulation. Accordingly, the material will only
be sent to other labs in appropriate sealed containers in the form
of small amounts of plasmid DNA that will require it to be am
plified before use as a transfection vector to produce viral par
ticles. At the present time and as a precautionary principle, it will
only be distributed under a material transfer agreement specify
ing the commitment of the recipient labs to carry out every ex
periment using the material under BL3 conditions and accompa
nied by a duly signed authorization form from the Biosafety
Committee responsible for genetic manipulations in their coun
try of origin.

A functional HERV-K human endogenous retrovirus

Dewannieux, M. and Heidmann, 1. 2005, LINES, 53INES and processed
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What’s changed since the 70s!?

|. Databases populated with sequence information.
2. The internet.

3. Early returns on pilot investments in DNA
construction technology.

4. Overnight shipping.

5. Expanded concern re: active misapplication of
biotech.



What’s the difference
between safety & security?
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Information (DNA Sequence)

Sequencing Synthesis

Material (Physical DNA)



SO eBay: ABl Applied Biosystems 3948 DNA Synthesizer (item 160022899354 end time Sep-22-06 20:09:27 PDT)

" ﬁr] /E &Y http://cgi.ebay.com/ABl-Applied-Biosystems-3948-DNA-Synthesizer ' ¥ |G r carlson synthesis
GCal EG@OWW MIT WMaMIT Parts (IGEM PubMed Weather iK
synthesis: Global Distribution of ... &Y eBay: ABlI Applied Biosystems 39...
¥ home | pay  register | sign in | site map Start new search Search
m Sell | MyeBay | Community | Help Advanced Search
_# Back to list Df items Listed 1m Business B Industrial > Healthcare, Lab & Life Sclence > Lab Eguipment > Analytical Instruments > Other Analytical
category . Instruments
ABI Applied Biosystems 3948 DNA Synthesizer ltem number: 160022899354
Mucleic Acid Synthesis and Purification System
Buyer or seller of this item? Sign in for your status Watch this item in My eBay | Email to a friend
- 1 - Meet the seller
=BuyitNow PrICE: US $4,899.99  Buy It Now > Seller:  kps101 ( 5383 % ) - Power

Feedback: 98.3% Positive

Member. since Nov-06-03 in United States
Best Offer Make Offer > Read feedback comments
Ask seller a question
Add to Favorite Sellers

Shipping costs: Check item description and payment

instructions or contact seller for details View seller's other items: Store | List
Ships to: Worldwide Visit seller's Store:
ltem location:  Winterville, Georgia, United States o/ KP's Surplus
Buy safely
Youcanaisor - Hateh fis fem 1. Check the seller's reputation

View larger picture

Get alerts via Text message or |IM Score: 5383 | 98.3% Positive
Sell one like this Read feedback comments

2. Learn how you are protected

Eﬂ}ﬁﬂ Free PayPal Buyer Protection.
See eligibility

Listing and payment details: Show
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Commercial DNA Synthesis Foundries

Rob Carlson, University of Washington; Gerald Epstein and Anne Yu, CSIS

DA Technology
Aartus, Denmark CyberGana AB
. X Wilnius, Lihhmna Zelinsky Institube
GEMEART Mowum, Swoden )

Y i : f " Moscow, Russia
Blua Heron Biclechnology Regensberg, Germary \ ff
Baothall, WA x Biclegio \ '
\ Bio S&T, Alpha DN Maigan, Netherlands. )
\ Blocorp Eurogenlec l
: Montreal, Canada 0. L.

D 210 IIL W

M"'""::'f" k, CA & Dharmacon ™ Ganaink Murech, Germany <apan Bio Services
. Lafastte, Co. Hewthorna, NY

A = N s
N e icroEymth
Genemned $ynthesis "“'-a...__ hemganes Baigach, Switzertand : Bioneer

5 Siu-},#ri isco, G i -\-'-\-_\_‘._\- '.I".'||I'I'i||':_||m Mass South Korea
& | X
|

\ e BioSpring \
Bicsourcy Bio-Synthesis Frankiurt am Main, Germany Y 1". Tk Biosciences
I:EI-I'I'IE|"=II|'.'!-. iCA Laswigwille, Teocns
|

Cortec DNA
Kingston, Ontario, CA

Fermaertes

Mowvaln, California

Cinragen 1. ! Dafian, China
- Tebran, Iran ~ %%
Bicsearch "l.II imiperial Bio-Medic SrinoPharm

frmibion \ -randigarn, Inda Shan-hum, Tawan

fur i Toes MWG Bicserve Biotechnol ogies
Bangalore, India . erabad, India

.

S

Ingaba Biobic
Fretona, South Alrica

18 July 05. Method: Rough Google search. Thus Data Source: Rob Carlson, U of W, Seattle
not a thorough survey. No academic facilities. www.synthesis.cc, rob@synthesis .cc




Unknown
reservoir

Don’t exist —»

—>

DOQ208310
Influenza A virus (A/Brevig Mission/1/1918(HIN1)) polymerase PB1 (PB1) mRNA, complete cds

1: NC 001608

Lake Victoria marburgvirus, complete genome
ssRNA; linear; Length: 19,112 nt
Created: 1994/01/26

2: NC 006432

Sudan ebolavirus, complete genome
ssRNA; linear; Length: 18,875 nt
Created: 2004/11/15

3: NC 004161

Reston Ebola virus, complete genome
ssRNA; linear; Length: 18,891 nt
Created: 2002/09/04

4: NC 002549

Zaire ebolavirus, complete genome
ssRNA; linear; Length: 18,959 nt
Created: 1999/02/10

Reports

Locked-up

NC 008291

Taterapox virus, complete genome
dsDNA; linear; Length: 198,050 nt
Created: 2006/08/24

NC 001611
Variola virus, complete genome

dsDNA; linear; Length: 185,578 nt
Created: 1993/05/04

Mule deer poxvirus, complete genome
dsDNA; linear; Length: 166,259 nt
Created: 2005/04/08




Should the DNA sequence

encoding human pathogens be
freely available online!?
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Recipe for Destruction

By RAY KURZWEIL and BILL JOY
Published: October 17, 200

AFTER a decade of painstaking resecarch, federal and university scientists
have reconstructed the 1918 influenza virus that killed 30 million people
worldwide. Like the flu viruses now raising alarm bells in Asia, the 1918

virus was a bird flu that jumped directly to humans, the scientists reported.

To shed light on how the virus evolved, the United States Department of
Health and Human Services published the full genome of the 1918
influenza virus on the Internet in the GenBank database.

more dangerous.
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This 1s extremely foolish. The genome is essentially the design
of a weapon of mass destruction. No responsible scientist
would advocate publishing precise designs for an atomic bomb,

and in two ways revealing the sequence for the flu virus 1s even

First, it would be easier to create and release this highly
destructive virus from the genetic data than it would be to build
and detonate an atomic bomb given only its design, as yvou
don't need rare raw materials like plutonium or enriched




mwdeaned  International Consortium

Germany

Codon Devices, Ine. for Polynucleotide Synthesis
Cambridge, MA, USA (ICPS)

Blue Heron Biotechnology, www.POLYSYNTH.INFO
Inc. Bothell, WA, USA

CODA Genomics, Inc. Laguna
Hills, CA, USA

About the ICPS

In the summer of 2006, leading international synthetic biology companies joined
together to form the International Consortium for Polynucleotide Synthesis
(ICPS). The primary mission of the ICPS is to promote safety and security in the
promising field of synthetic biology. As part of this mission, the ICPS member
organizations will work together to develop technologies that improve safety and
security in synthetic biclogy. In addition, the ICPS plans to work with
governmental organizations to help facilitate the creation of a governance
framework and associated safety protocols to foster an appropriate regulatory
environment for the synthetic biclogy industry.

A Practical Perspective on DNA Synthesis and Biological Security

Hans Biigl!?, John P. Danner!~, Robert J. Molinari!#, John Mulligan!~, David A. Roth!#, Ralf Wagner!<®#, Bruce Budowle’, Robert M.
Scripp’, Jenifer A. L. Smith?, Scott J. Steele’, George Church?®#:1?, & Drew Endy3~-10

December 4, 2006

Few developments have leapfrogged over predecessor technology as quickly and extensively as synthetic biology. Based on cutting-edge DNA synthesis technology, synthetic
biology has already fueled an expansion of opportunities in biological engineering, with advanced capabilities that surpass those provided by traditional recombinant DNA
technology. Improvements in synthesis technology are accelerating the pace of innovation in everything from the development of renewable energy to the production of bulk
and fine chemicals, from information processing to environmental monitoring, and from agricultural productivity to breakthroughs in human health and medicine. Synthetic
biology promises vast improvements to our well-being and our understanding of the living world.

Like any powerful technology, DNA synthesis has the potential to be misused. In the wrong hands, the new capabilities enabled by synthetic biology could give rise to both
known and unforeseeable threats to our biological safety and security. Current government oversight of the DNA synthesis industry falls short of addressing this unfortunate
reality.
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PROJELCT 2:

Build a
Thermal Cycler
and Run PCR

Ihe chemicals are srmall, predasigned pieces of
DRA kriown as primers, plus a beat-stable DR
oalyrmisrase reapant such as lag [he prirears com
Bine into new copies of the sample DMWY strand, and
the palymarase enzyme catalyzes this assambly
pracess, BEoth of these materials are readilty avail-
abike fromm Diptach SUDEly COMEpanigs sLUch as Takara
{takaramirusbiocam} o [ess than S100, which
ouys enowgh for about 100 reactions

For the hardwars, you mnesd Some smaaEll plastc
tubes and a thermal cycler. which applies pre-
grammable tempearature changes 1o the tubes,
Commercial thermal cyclers for laboratories range
from %2500 to more than $3.000, but you can
rmiakie yaur owm MacGyver version wesing a Handy
Board microcontroller | Nals] 1] [ g Mlgiei
£225) and about 50 dollars’ worth of additianal
companents. Here's a metalevel description of the
differant pacas and ow 1o put them tﬁg!-'.“ﬂ". [ Yau
can find the schamatic and full parts list ardine at

(R I -l )] I'I':.]

®* . How It Works

The component that perfaorms the thermal heay
lIftimg for aur therrmal cycler 15 a Peltier device,
aka thermoelectric cooler, This is a flat, solid-state
dewice that “purmps” keat from are glate to the
ather when yau apply a DG currend. Inside, curnent
zigzags through altamating sections of P-iype
and M-type sermiconduector material sandwiched
betagen the two plates. Heat is drawn away along

IR Genante Rroeser an Flunan Yar. THER Sarmbhh

= 1 ) mer | o (]

il AT

THE GENOME BROWSER

Dur germmee represents all of the DA In sur cells”
muclel. This DNA |5 the "genetic bBusprint™ that deter-
rhine: hbw were put together on a makecular lesel,
wihal wa loek B, and bow eealtly vwea are 1T contal ng
ek I billien latters, eallest Avefeadides which the
Humarm Cengeng Praject hai mapped uding DMA
anguencing technalogies built from the zame baiic
pringlples astlired in the projects precenled bera,
How that we have the sequences, the next step =
fipering st what they de, which parir of the requence
aren’t "junk” and achealy proaduce profeins, and what
iese proteins’ funeiions are in the body.

Anyone can resd this blueprint and browse the
latest discoveries onling using the Genome Erowser
at the UCSC Gemomss BainTormatics Bibe {genome.
s ad e gh-bin S pCatewsy). This braskihrsagh

fzal i like @ Coagls Mapa Por geraimes, and iy being
wpdaled conlinuaaily e resanrchers deciphar difhar
enl pariz of the genama,

You can yee the Genome Kroseer fo search the
eritire peneme cequence and navigate sroand sy
part of it. You can see the detailed features of any
particular lscaten by searching for an asdress;
Imsteas of a strest adores s, you anter the namarical
position of the nucleotide in Ehe entirg sequerde.
Researchirs roulinely use the Oenoire Bromd el when
thiy nead raw data fraen Ehe Bumen HMusprist.

current, you reversa the heat flow. Peltier devices
are wsad o ool microprocessars and phobo-
alectric dovices, By themsalves (withouwt a power
sy and cantroller), you can get tham far less
than 515 frarm surplus companies; check peltis
com/surplus. il Wa used a L5 =2 device:

raled aft BV and 8 amps (Marlow Industries item
#SP2083). For the device's power supply, we

L




MAKE IT.

BUILD AND USE
YOUR CLEAN BOX

START > Time: 1 hour to build; 2 weeks to grow Complexity: Eas

CUT THE
= HOLE

1a. Find the owlput side of the air
purtier, ard trace it on the attorm of
the plastic bax

1B Dirill pilat hales a1 the corners of
thie traced cartline

1z, Lise a keyhobe saw or jigsaw ot the
hilghest speed ta cut aut the entire hale,

INSTALL THE
= PURIFIER

2a. Fit the air purifier into the hole
withy thoe amtalos side lacing aut and
the cutput side blewing inta the bax
Yau redghtt want to prop it up on some
maoks to keep it in place,

b Ules silicone sealer 1o ganaroushy
caulk argund the air filker, securing
tim place. Let it sit owermight so that
the caulk can dry. That's # — now you
Tad yaur hood! Move it onte a good
waork surface with its apening Tacing
woul, and let's start using it
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Photagraphy by Philip Foss

CLEAN THE
= HOOD

Thiz isn't just 3lep 3, iU's sarmething you |l reed 1o do @iy e you work inside your larmirar o Baad.
The hood is crucial for mushroom growing. but it's anly one part of the larger regimen of cleanliness
reguired tor successtul [ab wark,

3a. Clean all of the hood's surfaces with warm, S3aMmy watel
3b. Disinfect all surfaces gf tha heod with a Beach-and-watar sglution

3e. Fimally, turn the fan on and disinfect the heed with isopropyl alcehal, You can never be too clean!

MAKE THE
= AGAR PLATE

We'll Bsegin grawing aur miushrsam lissue in agar (seaweed gpalating, a standard labarabory growth mediurm,
Peiri dishes are tradicnally used. but vow can use any shallow, washable container with a lid. As lang as
youre odaking a batch of agar, yau'll fing it handy bo make several of these plates of once and store them in
airtight bags for later use

da, Drill or cut 2 W hale in the lid of a washable plastic container

dh. Wash the container and lid with soap and water, and then sterilize by immersing them in simmering

wihar foe 3 minuhes. Switch o yaur hood's fan, and mose the contairer and id inside for drging

de. Make a filter by soaking a pioce of The sponge-phece filte

eattan o SpOnge in Ibl.!l.lrl.'ll.l'.'l aleakal kepps the mushroom Hesus
provtes ted while letteng 15
T g s wikth the
tilter in the Fabe i the contaimar id T : "

- - == - = = = surrourding air.

t shauld fit smugly

and then wringing it cuti. Place the

dd. Mix 1 tablespoon of agar in 1lcup

af water Bring to a kow bail and slowly
sirmirmar for abaut 13 minutes, stimng
occasionally. &dd a large pinch of the

Eroing substrate ool e usimg |laber
iswdust, cat [Mier, Barley, ot o the
SIMMETNE AFAT A% & S0UCE o7 nUTFITon

de. Inside vour hood, pour the hot
agar intd the newly $tarilized containss
until it is about as thick as a pencil, Let
the gedatin coal and congesl
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by Professor L

The creation of genetically modified or-
ganisms (GMOs) is now within the ability of
a knowledgeable and dedicated hacker. The
most common genetic modification is the in-
sertion of genes from one organism into an-
other. The recipient is called a "transgenic
organism” and this article will give you
enough information so that anyone who
could pass a high school biology lab can
create one.

The usual 2600 article starts off with a dis-
claimer about how the article is for informa-
tional purposes only, and should the reader
do anything illegal or dangerous, that's the
reader's fault. The disclaimer in this article
has to be stronger. Creating transgenic organ-
isms has the potential to do great, possibly
even catastrophic harm to the entire bios-
phere. Although the specific manipulations I
describe in this article are safe (and often
done in biology teaching labs), knowledge of
the methods of genetic engineering have the
potential to unleash enormous forces for
good or for evil.

The most likely harmful consequence of
hackers making a mistake with genetic engi-
neering is for the hackers to get sick or to
make the people around them sick. Maybe re-
ally, really sick. If you are going to try these
techniques, learn about safe laboratory prac-
tices and follow them. The consequences of
screwing up with genetic engineering are
much worse than a mere jail sentence, so
treat it seriously. No kidding.

If these techniques are so dangerous, why
on earth would I want to tell hackers how to
use them? I've thought about this long and
hard before writing this article, and I have
three reasons for writing. First, none of the
information in this article is all that hard to
find these days. Good high school biology
classes teach the ideas (although they often
figure out how to make it seem boring), and
pretty much every community college will
have a molecular biology lab class that
teaches all of this information and good lab

technique, too. If you think this article is

Page 6

u.ml I wuuld strongly encourage you to take

a real lab mol bio course and get at the good
stuff.

My second reason is that I believe in the
hacker mentality. When as a teenager I got
tired of stacking tandems with my B038-
based blue box, 1 built an Imsai 8008, one of
the first computer kits. Twenty-five years
later, looking at my lab and all the scientific
publications and prizes 1 have, even the

{ world would have to admit that some

have made posilive contributions to

society. The hackers in the Homebrew Com-
puter Club in the 70's spawned much of what
would become Silicon Valley. The technolo-
gies that nate us have the power to create
a radically dilferent world; that is, they have
the potential 0 be used for both awesome
creation and awesome destruction. Hackers,
who these days | think of as kids with a thirst
for knowledge and the urge to try things for
themselves, can be the ones with the power-

And my lIunI reason for writing is that
corporale Iy already using these
s ly, and in ways that I
' justice to their potential.
s article, T hope to inspire people to
learn about what genetic engineering can do,
and (o come up with superior alternatives to
the |J|n||l seeking corporate approach. How
» genetically modified or-
‘e are, you are eatlng them!
muc h all processed food in America
contains GMOs, Monsanto's Roundup Ready
crops dominate worldwide commercial agri-
culture, including soybeans, corn, cotton,
canola oil, and sugar. The particular genetic
modification in tl foods makes it possible
to dump the weedkiller Roundup on the crops
without killing them. It's convenient for in-
dustrial farmers and it helps keep Monsanto
the world's largest seller of herbicides. Surely
there must be a better use for transgenic
organisms that that! I hope someone reading
this article will one day invent it.

2600 Magazine
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National Biodefense Analysis and Countermeasures Center

From Wikipedia, the free encyclopedia

The Mational Biodefense Analysis and Countermeasures Center (NBACC) is a highly classified government biodefense research
laboratory created by the U.5. Department of Homeland Security (DHS) and located at the government's sprawling biodefense
campus at Fort Detrick in Frederick, MD, USA. Created quietly a few months after the 2001 anthrax attacks, the NBACC (pronounced
EN-Dack) is intended to be the principal U.S. biological warfare research institution engaged in "science-based threat assessment.”
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FORT DETRICK




Avoid remilitarization of biological technology.

Revitalize and extend relatively rigid, partially
effective, state-based framework by promoting “soft”
social complements to the BTWC.

Expect that somebody(ies) will cause future events.
Prepare.

Develop long-term strategy for responding to
emerging biological agents (first natural, then
engineered).
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Jrd annual meeting of the American Society of Civil Engineers, 1855
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